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INTRODUCING USER PRO FILE MANAGER

Introducing User Profile
Mana ger

Why a User Profile Manager?

A User Profile is where Windows stores your btdff. i s wher e your
Document sé6, OMy Pictur es 0Yoar user Piofileyis Mu s i
also where Windows keeps all the information that makes your computer personal to
you, like youdesktop wallpapdnternet favoriteand the lists of documents you've
recently opened.

As the Windows operating system has develdpedProfiles have become ever
more important and are now an integral part of the way that Wandanigeslata.

In some circumstances however, this ¢fidgta to a single user account is not always
appropriatelf you need to logon to a differentnelain, Windows will create a new
profile for you and you lose all your settimgsompanies and organizations around

the world many personal computers are not personal at all: computers are shared by
work colleagues, by students, and by members camolmd community groups.

Managed Profiles

When User Profile Manager is installed on a computer, it actively monitors who is
logging onto the machine and automatically assigns the appropriate useorprofile.
example, you can assign a single profilgrimp of users so that they all share the
same desktop.

AdditionallyUser Profile Mnageenables you to easily copy, delete and rename user
profile data on your computers.

Whether you are looking to manage the data Windows has stored for you on your
madine,or you are an Administrator looking after a network of computers, User
Profile Managehas been developed to give you a simple but poweltol make

your life easieiVe hope you like it.




INSTALLATION

Installation

Installing User Profile Manager

User Profe Manager uses a standard Winahstasler program.

There are two different installer prograwasiableone for Windows 7 and Windows
Vista, and one for Windows XP. Download the appropriate installer foergmm
of Windowsrom the ForensiT websiaithttp://www.forensit.com/downloads.html

Run the installer program amnplete the installation as prompted.

Note : If you are responsible for creating an image which will be deployed to
workstationsn your organization, you may not want to add User Profile Manager to
the Windows Start Menu.

j’_{;‘ User Profile Manager 2.0 Setup [&
Configure Shortcuts
Create application shortcuts L ;

Create shortcuts for User Profile Manager 2.0 in the following locations:

["| Desktop

[V|Etart Menu Programs folder!

FarensiT Installer

< Back ][ Mext = ] l Cancel



http://www.forensit.com/downloads.html

MANAGING USER PROFIL ES

Managing Windows User
Profiles with ForensiT
UserProfle  Manager

This chapter will show you howpowsdithieatures of
User Profile Managemag@&ser Profiles on your.computer

Getting Started

There are two different ways to launch User Profile Manager. User Profile Manager
has been written to integrate with the Windows shell and replaces the standard

Wi ndows o0User Profileso6 dialog box

Click the Windows Start button and théghtclickon 6 Comput er 6 and
O Ppertiec6. On Wi ndows 7 you wil/l see 0Syst
OAdvanced system settingsdé from the me

‘B » Control Panel » Systern and Security » System

Control Panel Home . .. .
View basic information about

@I Device Manager Windows edition
@I Remote settings Windows 7 Professional
) System protection Copyright © 2009 Microseft Corpor

] 1 : .
@’ Advanced system settings Get more features with a new editior
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ck on the OAdvanctidésd abi alnod hkeo » Sy
ttingsdé button in the oUser Profile

System Properties @

Computer Name | Hardware | Advanced |5'_.'stern Protection | Hemnte|

You must be logged on as an Administrator to makee most of these changes.

Peformance

Visual effects, processor scheduling, memany usage. and virtual memony

IJzer Profiles
Desktop settings related to your logon

Startup and Recoveny

User Profile Manager wilow | aunch i nstead of t he st
Profileso6 dialog box

User Profile Manager can also be launched in this way if youdhawt ado Co mp ut €
to you desktop, as well as lhigikitngond Sy st em an dhen® Sy st ietmdo |
Control Panel.

The second way taunch User Profile Managgdirectly from the Control Panel.
Clickt h e Wi nadrotwos ddusttd ko ng Coantdr o heRaoné&bked A
Click oUser Profile Manager 6.
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? ' % » Control Panel

Control Panel Home

Systern and Security
Metwork and Internet
Hardware and Sound
Programs

#* User Accounts

Appearance and
Personalization

Clock, Language, and Region

Eaze of Access

ES

¥ User Accounts »

8

i
&
&

User Accounts
Change your account picture |

'@' Change account type

Windows CardSpace

Manage Information Cards that a

Credential Manager
Manage Windows credentials

User Profile Manager
'@' Manage User Profiles

Accessing User Profile Manager through t he the Windows Control Panel

Note : you must be an Administrator to run User Profile Manager.
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Assigning Profiles

One of the most powerful features of URmfile manager is that it allows you to
configure a profile so that it can be used by more than one user. ¥ssigcathe

same profile to individual user accounts, or you can assign a profile to groups of users.
For example, you can assign a proflet he O0Admi ni strator so
ary Administrator logs onto the machthey will usethe sameorofile Assigning

profiles is also usefulhen users woighare and share a computer. If you have a
computer that igsedby many usey®u may wa to assign a single profile to a group,

and make all the users a member of the gtbigpis will simplify administration of

the machine and significantly reduce the amount of disk space used.

i N
E% User Profile Manager M

User Profiles | Temporary Profiles I Abuutl

[ show Unassigned Profiles Select Columns
Mame Profile Folder Type

SAWORKSTATIOM\Administrator  Admins Local
%BRI‘I’ANNIC\RoamI Roaml Roaming
&, BRITANNIC \Alice Alice Local

&, BRITANNICJohn Alice Local

52 BRITAMMIC\Shared Profile Shared Group

1 | ] | r
[ Assign. .. H Rename... H Delete ][ Copy Ta... ]

Change Type...

[ Ok ] [ Cancel Apply

b

The User Profile Manager Profile List




MANAGING USER PROFIL ES

Intheprofle6t i n the screenshot above, the
Admini strator account , and the BRI TAN
The two domai n user s, Alice and John,

0Shared Profpi lhea® demai rmsgrigmed t he O0SHh
whenever a member of the o0Shared Profi
that profile.

To assign a user profile to another user or grogelect the profile that you want to

assign in therofile listso that it is highlightedndc | i ck on t he O0Ass|
User Profile Manager wil/l now displ ay
dialog box thahaybe familiato youfrom assigning permissions

Select User or Group

Select this object type:

|User, Group, or Buitdn securty principal

From this location:

britaninic forensit .com

Enterthe object name to select (=xamples):
John (John@hritannic farensit com)| Check Names

(oK) (G

Enter the name of the usergooupwho you want to use the proéled clickoOk.6
User Profile Manager will ask you to confirm that you want to aspigriltneClick
0Yes O t UserProfile Manager will now assign the profile to the user or
group that you specified.
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Ren aming Profiles

To make administration easier it is sometimes useful to rename Bqorekéample,
Al'iceds profile might be called someth
it to be just named OAl i celedoalbupefr nat i
users you may want to rename the ptofithe nameof the groupUser Profile

provides a simple method for renaming profiles.

Torename aprofle  Select the profile that you want to rename in the profile list so that
it is highlighted,ral cl c k on t he 0 Ruser &nofie didnaderuilit o n .
display the name dialog box.

Fename Profile @

Enter the new profile name:

Alice|

Please note that if you rename a profile, the paths to some
files and documents will change. Some applications, shortouts
and recently used document links may no longer wark.

ok ][ conce ]ﬂ

Enter the new profile name and <click
confirm that you want to rename the pr

10
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Deleting Profi  les

To delete aprofle Select the profile that you want to delete in the profile list so that it

i s highlighted, and click on the o0Del €
confirm that you want to delete the profile.

Confirm Delete l J

:I Are you sure you want to delete BRITAMNIC'John's profile?

Y¥es ‘ | Mo

L

Click oYesd to confirm.

If a profile is  assigned to more  than one user only the olinké
deleted, not the profile itself. For exanupkhe profile list above, Alice and Jaha

both wusing Alickdlsn Py opin o feil d.,f prdfieeh nd eil =
list, but the profile itself ot deleted. Alice can continue to use her pesfiteefore

and no data will have been Ifsiohn logs on, Windows will create a new profile for
him based on the machineds default pro

11
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Copying Profiles

UserProfile manager provides a powerful mechanism for creating new profiles. You
cantake anexactcopyafaer 86s profile and ;ysen gn i
create a new default profile from an existing gusiley putting a tick in a boyou

can also create a backup profile and copy it to another location.

To copy aprofle  Select the profile that you wanttpyin the profile list so that it is
hi ghlight ed,CopgTedd cHutctkormo.n t he 0

The User Profil e manisadesgned to ©e gmilar o thé di
familiar Windows oO0User Profilesdé o0Copy
substantially different.

-

Copy To

- |
Copy profile to T
| cancel |

C:\WUsers\David

Browse. .. Set As Default Profile

Create Mandatory Profile

Cancel

Permitted to use
BRITAMNMIC\David

Set As User's Profile

To makea copy of aprofle enter the path to where tbapy of the profile should be
created. Generally, yaill want tocreate theopyof the profilein the Windows
oProfil edt yDd irC&dcloentiscand Settidgsbut you can copy the
profileto otherlocations for backup purposes.

To male a copy of the profile in the Profilesebtory simply atdthe name of the
profile you want to create to the directory path. For exaimpieate a profile called
0Gpyod6 t he p@ DdourerisandISettingsep o6 .

To assign a copy of a profile to a user tickethA&Aso8serds Profi
The check box will only be available if you are creating a copy of a profile in the
Profiles DirectoryTo select the user who the profile should be assigméckithe
0Changeéd®sbutPoofile Manager will di s
UserolGr oupo6 dialog box. (See O0Assigning

12
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Ifyout i ck the 0Set As Userds Profiled ch
copy of the profile will be assigned to the original user. For example, if we were
copyi ng Al i c aldugse thernew coply ef her phoffile tbeenexwtime she

| ogged on. Thi s nightbe usefulm gomnesupportstehaeqs pr o f
because you can al ways assign Aliceds
Profilesdéd bel ow.

Whenyoua ready click the 0OKO6 button to

To create a new default profile simply tickth#® Set As Def ault Pro
When you do this, the other options willgbeyedo u t . Click 0OK. 6
managewill create a new @eifit profile This means that whenever Windows needs to
create a profile for a user logging onto the machine, it e aspied profile as a
template. The user will get a copy of the data and settings of thgopreélected.

To create a mandator  y profile  based orthe existing profiléghat you have selected,
just tick the o0Create Mandatory Profi
options will begreyedo u t . Click o0O0OK©G. User Prof il
mandatory profilat the locatio you have specified o assign the mandatory profile
to a group or to a user account, see t

13
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Changing the Profile Type

User Profile Manager replicates the s
that dbwsyou to change the typea profile a user with a roaming profies.

Change Profile Type Iﬁ

When BRITANNIC'\Roam1 logs onto this computer, should
the operating system use the roaming profile or just the
locally cached copy of the roaming profile.

..............................

(7 Local Profile

[ aK ] [ Cancel ]

L

To change the profile type select the profile that you want to change in the profile list
so that it is highlighted, and click o

14
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Unassigned Profiles

An oUnassignedd
by anyoner-or example, say John logs onto the computer; Windows will create a new

profile call
to John so
unassigned.

To show unassigned profiles

Profile Managewill display any unassigned profiles at the bottom of the itofile i

ed o0Jo
t hat t

Profile is

hn. 6 But

h ey b origimal profie és nawh e

profile

t

ticktheo Show UnassignedUsdr of i |l

-
Eﬁ User Profile Manager

EA==>=)

User Profiles | Temporary Profiles I Abuutl

Show Unassigned Profiles Select Columns
Mame Profile Folder Type
'E,WDF‘.KSTA'I'IDNI‘nF.dminist'amr Admins Local
%BF‘.I‘I’ANNIC\RuamI Roam1l Roaming
&, BRITANNIC \Alice Alice Local
&, BRITANNICJohn Alice Local
b ABRITANMIC\Shared Profile Shared Group
'_@ BRITAMMICJohn John IUnassigned
1| 1] | 3

[ Assign... ] [ Rename... ] [ Delete ] [ Copy To... ]

Change Type...

K J [ Cancel

Apply

You can assign, rename, delete or copy an unassigned profile just like you can any

other profile.

15
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Temporary Profiles

User Profile Manager gives youpibwerto stop users being able to save a profile on
a computer.This can be very useful if, fexample, a machine is used by a large
number of people to access a particular resource.

WARNING! If you add a user to the Temporary Profiles list ALL the DATA save
their profilewILL BE DELETED. If you add a group to the Temporary Profiles list
ALL MEMBERS of the group will have the data saved in their profile DELETED.

i -
@& User Profile Manager @l&]
User Profiles | Temparary Profiles | about |

’,8 Ize the list below to deny users the right to save a

profile on your computer.,

Group or user Nnames:
%Midﬁael (Michael @britannic, forensit, com)

Lo Profile (BRITANNIC No Profie)

Mandatory Profile... ] [ Add. .. ] [ Remove
[ K. ] [ Cancel ] [ Apply ]
To add a User or Group to the Temporary Profiles List click on the User Profile

Manager OPfoleapda@bebr.gyk the O0Addéod button.
will display theastn dar d Wi ndows 0Sel ect User or
Prof i | e €iter tadonameeof the user or group who you adatto the

16
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Temporary Profiles listnd c | iCé k c&aOls@r Profil e Man:
button to save the changes.

To remove a User or Group to the Temporary Profiles List select the User or Group
that you want to remove in the Temporary Profiles list so that it is highlighted, and
click on the ORemove button. Click Use

savehe changes.

17
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Mandatory  Group Profiles

User Profile Manager 1.5 introdlagoowerful new feature to managerprofiles.

By using User Profile Managau gan assign a mandatory profile to a griousgers;
this can be either a local group or a domaipgiyou can also assign mandatory
profiles to local users.

For example,say a machine is used by both students and teBghassigning
different mandatorprofile to each group, you cguickly and easignforce a
different standard desktop feach groupithout having to assign mandajogfiles
to individualuseraccountsYou can create a new mandatory profile based on an

existing user profile by usingthe er Pr of il e Manager®s pr

see the 0Copigniaboge. Profil esd6 sect

To assign a mandatory group profile click on the oOMandatory
Mandatory Profile Path [ﬁj

VBritannic1\Profiles\mandatory

Browse. ..

| Ok | | Cancel |

L

Click the oOEdito6o button to change the
| ocation, or click the 0Br owslee@rofieut t on
can either be on the local machine, or on the netfrbik profile is on the network,

you should always use a UNC path suthSesverShareProfle Cl1 i ¢k 0 OKO
save the path.

18
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Customizing the Profile List

User Profile Manger gives yimiailed information about each profile saved on your
computerThis information isiewed by columin theprofile list, and is also available

if you hover your mouse over the nahthe user of the profiléfou can choose
which columns to display, ahd brder in which they appear.

i |
@ User Profile Manager l 7 i&,l
User Profiles | Temporary Profiles | About |
Show Unassigned Profiles Select Columns
Mame Profile Folder Type
B2 WORKSTATION1\Administrator  Admins Local
% BRITAMMIC\Roam1 Roaml R.oaming
& BRITANNIC \Alice Alice Local
&2, BRITANNICJohn Alice Local
82 BRITANMIC\Shared Profile Shared Group
$E BRITANNIC John John Unassigned
1 | Folder: lohn 1 [ 3
Type: Unassigned
Assign. .. Status: Unassigned lelete ] [ Copy To... ]
Sizes 23.31 ME
Modified: 01,/12,/2009 Change Type...

Name. This is the name of the user or group to whom the profile is asalgeszia

profile is unassigned, User Profile Manager will attempt to show the last user of the
profile.If a user is using a profile becausearey member of a group, they will not

be listed in the profile lidthe name column cannot be moved or hidden.

ProfleFoider. The name of the userods profile f
Type. Thetype ofprofileA pr of i |l e camr,be aa oRloa@aaema Ind@ 6p
0Groupdé profile, or an oUnassignedé6 pr

status. The current status of the profile. Generally the status of the profile will be the
same as the type. Howevégou have added a user to the temporary profiles list and
thae wuser is | ogged i n,althoughethe ypeaft profde iswi | |
local. Alsoif you change the type of a roaming profile its status will nge alnari

the user next logs on.

19
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size . The size of the profile.

Modified . The date when thprofile was last changed; usually this is the last date on
which the user logged on.

To customize the Profile List click on the 0Select Colum
Add/Remove Columns ﬁ

Available columns: Displayed columns:

Size & MName A

Profile Folder

Type
Add -= Stﬁtus
4 b Restore Defaults r b
QK ][ Cancel

Using the O0Add/ Remove Columnso6 dialog
information you want t&how, and the order in which they appear.
To add a col umn, sel ect it i n thoe 0AVv
button. To remove a c¢col umn, sel ect it

0 <Re mo v e 6 Tolthanhge thenposition otao | u mn, s e lisgayed i t

col umns o tlhiesto Morwde uWwsped and Clic Mo weO KD o wrhé
you have finished.

20
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Licens ing

This chapter shows you how to activate your ForensiT User Profile Manager
license.

Activating Your License

Whenyou purchase ForensiT User Profile Manager you will receive a license number
that you can use to activate your software. If you purchase User Profile Manager
online, the license number will be generated immediately and will be shown on the
order confirmabn page. The license number will also be emailed to you.
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