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INTRODUCTION

Introducing User Profile
Wizard

Why User Profile W zard?

A User Profile is where Windows stores your stuff. It is where your Desktop, “My
Documents”, “My Pictures” and “My Music” files are all saved. Your User Profile is
also where Windows keeps all the information that makes your computer personal to
you, like your desktop wallpaper, Internet favorites and the lists of documents you've
recently opened.

As the Windows operating system has developed, User Profiles have become ever
more important and are now an integral part of the way that Windows organizes data.
In some circumstances however, this tying of data to a single user account can be a
problem.

As businesses grow, I'T requirements change. You might need to reconcile multiple
NT domains into a single Windows Active Directory; you may need to move from a
Novell Directory Services (NDS) network to a Windows domain; or you may be
connecting your standalone computers to a domain for the first time. When you join
your machine to your new domain Windows will create a new profile for you and you
lose all your data and settings.

This is the problem User Profile Wizard solves. ForensiT' User Profile Wizard is a
workstation migration tool that will join your machine to a domain, and migrate your
original user profile to your new domain logon so that you can carry on using all your
existing data, and keep the same settings that you’ve always had.

This user guide is designed to introduce you to what User Profile Wizard can do. For
example., by using the User Profile Wizard Deployment Kit you can build a scalable,
enterprise solution to migrate tens of thousands of workstations, each with multiple
user profiles.

User Profile Wizard has been developed to save you time, effort and money. We hope
you like it.




INSTALLATION

Installation

Installing User Profile W izard

You should run the User Profile Wizard setup program on a single “Administrator”
machine. The setup program will install the User Profile Wizard application files and
documentation, together with the User Profile Wizard Deployment Kit. You can then
copy and distribute the User Profile Wizard application files.

The only files you need to run User Profile Wizard are Profwiz.exe and
Profwiz.config. You do NOT need to run the setup program on all the
machines you want to migrate.

Installing
To install User Profile Wizard run the setup program.

The setup program can installs both the User Profile Wizard and the User Profile
Wizard Deployment Kit.

The ForensiT User Profile Wizard Deployment Kit is a .NET application and
may require the Microsoft INET Framework Version 1.1 to be installed on your
computer.

If the NET Framework is not installed on your computer you will see an “Application
Error” when you try to run the software.

The NET Framework can be downloaded free of charge from Microsoft at
http://www.microsoft.com/downloads/details.aspx?FamilyID=262d25¢3-{589-4842-
8157-034d1e7cf3a3&displaylang=en

The User Profile Wizard User Guide, installed with User Profile Wizard, is a PDF file. If
you need PDF reader software, you can download it free of charge from the Adobe
website at http://www.adobe.com/products/acrobat/readstep2.html




INSTALLATION

Licensing

When you purchase the User Profile Wizard you will be sent a link by email to
download a Profwiz.config file. This file contains your licensing information.

To license User Profile Wizard you simply need to copy the license file into the same
folder as the User Profile Wizard executable file, Profwiz.exe.

. ForensiT

| User Profile Wizard 3.0 Network

T User Profile Wizard User Guide
. Deployment Files

-f Uninstall User Profile Wizard 3.0
E/ User Profile Wizard
BR User Profile Wizard Command Li
% User Profile Wizard Deployment -

Connect To

Control Panel

Default Programs

Help and Support

[ ———

o

To copy the license file, click the “Start” button, then choose “All Programs”, then
“ForensiI” and “ForensiT User Profile Wizard 3.0”. Click “Deployment Files” to
open the Deployment Files folder.

Copy your license config file into the folder.

‘ COrganize =

Mame Date modified Type Size
Profwiz 16,/06,/2008 15:07 AML Configuration File 3 KB
}Ef Profwiz 16,/06/2008 13:09 Application 563 KB

Profwiz Date modified: 16/06/2008 15:07
#ML Configuration File Sizer 225 KB
Date created: 16/06/2008 15:07




INSTALLATION

Deployment Files

To run the User Profile Wizard on another machine you just need to copy the
Profwiz.exe and Profwiz.config files. No other files are required.

The Profwiz.exe and Profwiz.config files can be copied to any convenient location,
such as a USB memory flash drive (memory stick or pen drive), a network share, a CD
or a floppy disk .

What have | got?

The User Profile Wizard setup program installs six shortcuts on the start menu.

_! The User Profile Wizard User Guide. This document!
Bdobe

) The Deployment Files folder. This folder containers the files needed to
migrate a workstation to a new domain.

" ?
'11 ' Uninstall User Profile Wizard 3.0

U User Profile Wizard 3.0

The User Profile Wizard Command Line Console

ﬁ The User Profile Wizard Deployment Kit

We will reference these icons throughout this user guide.




OVERVIEW

Overview

User Profile Wizard is designed to make migrating workstations to a new domain as
easy as possible. Here’s an a high-level overview of the process:

1. Save your domain migration settings to Profwiz.config. To save your domain
migration settings run the Deployment Kit. See the Getting Started chapter in this

guide
2. Generate a migration script. If you want to automate workstation migrations,
generate a script, again using the Deployment Kit. See Automating Enterprise

Migrations.

3. Test the migration process.

4. Deploy the migration files. Copy the migration files from the “Deployment Files”
folder to a network share. Modify your users logon scripts to call the migration script,
or create a Group Policy Object to call the migration script.

4. Test the deployed solution.

0. Migrate machines.

If you just want to migrate workstations interactively see Migrating User Profiles with
User Profile Wizard

If you are looking to “push” migrations from a single administrator machine see Push
migrations and the Command Line Console




GETTING STARTED

Getting Started

Using the Deployment Kit to save your dopacin nagration seftings

[ The settings User Profile Wizard needs to migrate workstations and profiles are saved

ﬁ in the profwiz.config file.

Profwiz.config is a standard xml file. You can edit it in notepad or any xml editor of
your choice. However, the easiest way to gather the settings that User Profile Wizard
needs is to run the User Profile Wizard Deployment Kit.

The User Profile Wizard Deployment Kit if available from the Start menu: Start->All
Programs->ForensiT->User Profile Wizard 3.0->User Profile Wizard Deployment
Kit.

You don’t have to use the Deployment Kit to be able to use User Profile Wizard, but if
you don’t save your settings to the Profwiz.config file you will have to enter them every
time you want to migrate a machine.

In this section we will run through the basic settings needed to get User Profile Wizard
up and running. We will return to the more advanced settings in “Creating Enterprise
Migration Scripts” later in this user guide.
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GETTING STARTED

Step 1 - Welcome

When you start the User Profile Wizard Deployment Kit the first thing you see is the

Welcome page. Click Next to continue.

Step 2 - Config File

The first thing the Deployment Kit asks you is whether you want to create a new

- Contfig file or edit an existing one. To get started choose “Create new Config file”
i 1
% ForensiT User Profile Wizard Deployment Kit - Step 2 of 11 =HAC]
Config File

Chooze a config file option

What would pou like to do?
@ Create new config file

(71 Edit an existing config File

Enter the Profwiz.config file path:

WForenziT W ser Profile Wizard 3.0\Deplovment Files\Profwiz. config

[] Create a migration script

¢ Back ][ et ][ Cancel ]

Step 2 also gives you the option to create a migration script. For details on this please
see the “Creating Fnterprise Migration Scripts” later in this guide. For now, we will
uncheck this option. Click Next to continue.

11



GETTING STARTED

You will probably already have the profwiz.config file you downloaded from the
ForensiT website in the “Deployment Files” folder. (See the “Installation” section

earlier in this guide.) In this case the Deployment Kit warns you that the original file
will be renamed. Click Ok.

User Profile Wizard Deployment Kit Iﬁ

:] The existing Profwiz.config file will be renamed.

| ook || cancel |

Old Profwiz.config files are renamed Profwiz (1).config, Profwiz (2).config, Profwiz
(3).config... etc...

12



GETTING STARTED

Step 3 - Domain Information

This is where we enter the name of the new domain.

% ForensiT User Profile Wizard Deployment Kit - Step 3 of 11 E@lﬁ

Domain Information
Enter information about the new domain

Enter the name of the new domain:
oLvMPIC

Jain Damain
[7] Earce Jain

The options here are “Join Domain” and “Force Join”.

Join Domain tells User Profile Wizard to join the workstation to the new domain. You
will usually want to do this, and this is the default.

Force Join tells User Profile Wizard to join the workstation to the new domain even #f it
7s already joined to the domain. This option is useful if you are replacing one domain with

a domain of the same name

Click Next to continue.

13



GETTING STARTED

Step 4 - Domain Administrator

User Profile Wizard needs to know what user name and password you want to use to
. join your workstations to the new domain. Enter these here. The password will be
encrypted when it is stored in profwiz.config file.

% ForensiT User Profile Wizard Deployment Kit - Step 4 of 11 E@lﬁ

Domain Adminigtrator
Enter credentialz for acceszsing the new domain.

Enter name of an account with the neceszan permizzions to access the domain. Thiz
can be a T account name such az FOREMSIT Adminiztrator or a UPM name, zuch
az Adminiztrator@Forens T, com.

Enter account name:
QLM PIC W Adminiztrator

Enter Pazsward:

HREXHHHN

¢ Back ][ et ][ Cancel

Click Next to continue.
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GETTING STARTED

Step 5 —- Workstation Information

Step 5 lets you specify two additional options for joining your workstations to the new

oY .
domain.

B2 ForensiT User Profile Wizard Deployment Kit - Step 5 of 11 I.Elﬂlﬁ

Workstation Information
Enter work gtation information.

[f wou want to add workstations to a specific A0 container enter the the full A0 zPath of
the container, eg. CH=workstationl OU=\workstations, D C=uk D C=forenzit D C=com

Enter ADzPath:

Ol =wiark stations, 0U=0ffice, D C=olpmpic, D C=forensit, DC=com

[7] Use lookup file to get new camputer names.

Enter lookup file path:

[ < Back ][ Mext > ][ Cancel ]

Enter AdsPath lets you specify where in your Active Directory tree you want the
workstation object to be created. To browse the Active Directory tree click Browse...
You can then select the container of your choice. (See below.)

Use lookup file to get new computer names lets you rename the workstation when it
is joined to the domain. We will cover this in “Creating Enterprise Migration Scripts™
later in this guide.

Click Next to continue.

15



GETTING STARTED

P

Select Computer Container
il =

Select the container where the computer account will

he created.

-2 OLYMPIC
----- [ Computers
----- 2| Domain Controllers
2] Office
..... &1 Users

=

| | cancel

16




GETTING STARTED

Step 6 - Existing Domain

In Step 6 we tell User Profile Wizard the name of the domain we are migrating from. If
K @ you are migrating from a Novell network or from a workgroup you just need to
answer No; otherwise, enter the name of the existing domain.

% ForensiT User Profile Wizard Deployment Kit - Step 8 of 11 @Elﬁ

Exizting Domain
Enter exizting domain infarmation.

Are you migrating from an existing Windows domain?

@ Yes
7 Mo

Enter exigting domain name:
TITAMMIC

Accounts bo Migrate

() Migrate all matching account profiles.

@ Only migrate logged on user

[ < Back ][ Mext > ][ Cancel ]

|-

At the bottom of the page you can choose whether to migrate a single profile all the
profiles on the workstation.

Note you cannot migrate all profiles if you are running User Profile Wizard in GUI
mode.

Click Next to continue.

17



GETTING STARTED

Step 7 - User Account Options

Step 7 allows you to set various options related to a user’s existing user account.

B2 ForensiT User Profile Wizard Deployment Kit - Step 7 of 11 I.Elﬂlﬁ

Uszer Account Options
Chooge uzer account migration options

[7] Use lookup file ta get new account names.

Enter lookup file path:

[7] Do nat set new account az default logon.

[ ¢ Back ][ et ][ Cancel

Use lookup file to get new account names allows you to map a user’s existing
account name to their new domain account name if the account names are different.
We will cover this in “Creating Enterprise Migration Scripts” later in this guide.

Do not set new account as default logon means that User Profile Wizard will not
change the workstation’s default logon credentials to the new domain account.

Disable existing user account after migration disables a local account if you are
migrating from Novell or a workgroup.

Delete existing user account after migration deletes a local account if you are
migrating from Novell or a workgroup.

Click Next to continue.

18



GETTING STARTED

Step 8 — Run Options

User Profile Wizard needs to be run with Administrator credentials on the workstation
that is being migrated. If you are migrating a workstation remotely, User Profile Wizard
will need to connect to the machine using Administrator credentials for the remote
machine.

Enter the Administrator credentials here.

B2 ForensiT User Profile Wizard Deployment Kit - Step 8 of 11 =NACH X

Run Options
Select options for running User Profile \wizard.

“'ou can zpecify a local administrator account to run User Profile
YWizard. |f the workstation iz already joined to a domain, this can be a
Domain Admin account zuch as FOREMSIT \Administrator.

Enter account name:
TITAMMIC A drministrakor

Enter Pazsward:

| ] I

¢ Back ][ et ][ Cancel

Click Next to continue.

19



GETTING STARTED

Step 9 - Migration Options

Step 9 lets you specify additional migration options. We will return to these in
“Creating Enterprise Migration Scripts” later in this guide

% ForensiT User Profile Wizard Deployment Kit - Step 8 of 11 @M

Migration Options
Select additional migration options.

Create Log file.

Enter Log File path:

C:AUzershPublichDocumentziigrate. Log

Reboot zetting:
Prompt for Reboot - l

¢ Back ][ et ][ Cancel ]

Click Next to continue.

20



GETTING STARTED

Step 10 - Follow on Script
User Profile Wizard has the ability to run any Windows Script or executable in the

security context of the local administrator account you specify in step 8.

B2 ForensiT User Profile Wizard Deployment Kit - Step 10 of 11 I.Elﬂlﬁ

Follow on Scnpt
Specify a zonipt or program to run after the migration

IJzer Profile “Wizard can run a soript or program after the migration iz complete
uzing the local Administrator credentials you have specified.

Enter the path of the script or progran;

| Browse. ..

[ < Back ][ Mext > ][ Cancel ]

Step10 lets you specify the additional “Follow on” code you want to run. Again, we
will return to this in “Creating Enterprise Migration Scripts™ later in this guide

Click Next to continue.

21



GETTING STARTED

Congratulations

That’s it! When you click Next at Step 10, the Deployment Kit tells you it is ready to
. write the configuration file.

User Profile Wizard Deployment Kit E

The Profwiz.config file will now be written,

Are vou ready to continue?

Click Yes.

B ForensiT User Profile Wizard Deployment Kit - Step 11 of 11 o E) |

Congratulations!

“our config file has been created.

MNext Steps...

Open Deployment folder

Copyright ® ForensiT Limited 2006-2008. All rights reserved.
Thiz zoftware waz built in Rochester, England.

< Back ][ Firish
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GETTING STARTED

What did we just do?

= By running the Deployment Kit, we have committed the information and settings
"/ needed to migrate workstations and profiles to the Profwiz.config file. If you open up
the Profwiz.config file it looks like this:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ForensiTUserProfileWizard xmlns="http://www.ForensiT.com/schemas">

<Parameters>
<!-- ForensiT User Profile Wizard 3.0 run options -->
<!-- Note: options set here are overridden by parameters passed on the
command line -->

<Domain>OLYMPIC</Domain>

<AdsPath>0U=Workstations,OU=0ffice, DC=olympic,DC=forensit, DC=com</AdsPath>
<ForceJoin>False</ForceJoin>
<NoJoin>False</NoJoin>
<NoDefault>False</NoDefault>
<Delete>False</Delete>
<Disable>False</Disable>

<!-- Corporate Edition Settings -->
<DomainAdmin>OLYMPIC\Administrator</DomainAdmin>
<DomainPwd>0139658C5B01FD082AB59CCR4A71FA4AFCEF73AB0OCBADBF8B</DomainPwd>
<LocalAdmin>TITANNIC\Administrator</LocalAdmin>
<LocalPwd>69287030AEA9626A5785E58701993716</LocalPwd>
<Key>migration</Key>

<Silent>False</Silent>

<NoMigrate>False</NoMigrate>
<NoReboot>False</NoReboot>
<RemoveAdmins></RemoveAdmins>
<MachineLookupFile></MachineLookupFile>
<Log>C:\Users\Public\Documents\Migrate.Log</Log>
<RunAs></RunAs>

<Hash></Hash>

<!-- Settings for migrating all profiles -->
<All>False</All>
<0ldDomain>TITANNIC</OldDomain>
<UserLookupFile></UserLookupFile>
<Exclude></Exclude>

<!-- Advanced Settings -->

<Persist>False</Persist>

<NoGUI>False</NoGUI>

<ShareProfile></ShareProfile>

<RenameProfileFolder>False</RenameProfileFolder>
</Parameters>
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We will go through each of the config file elements later, but hopefully you can
recognize the information we’ve entered: the <Domain> element holds the name of
the new domain entered at Step 3; the <AdspPath> element specifies the Active
Directory container where the workstation object will be created, this was selected in
Step 5; the <DomainAdmin> and <DomainPwd> elements hold the new domain

credentials — with the password now encrypted — that were entered at Step 4, and so
on.

Now that we have saved the settings, it is time to run User Profile Wizard.
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Migrating User Profiles
with User Profile Wizard

This chapter will show you how to use the Wizard to interactively
nigrate a existing user profile so that it can be used by a users new
domain account

In this chapter we will run User Profile Wizard interactively in GUI mode using the
settings in the Profwiz.config file we created in the previous chapter. Skipped the
previous chapter and came straight here? No problem — you will just have to enter the
settings as you go.

Migrating a workstation using the User Profile Wizard GULI is deliberately easy. You can
do itin a few clicks.
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Welcome
When you start User Profile Wizard the first thing you see is the Welcome page.

Click Next to continue.

Select Computer

The first option you have is to choose the workstation you want to migrate. This can
be the Local Computer — the computer User Profile Wizard is running on, or another
computer on the network.

User Profile Wizard Iﬁ

Select Computer
Select the computer where you want ta migrate a user profile.

&,

(71 Local Computer [the computer this wizard iz running on)

@ Another Computer;  YM-MSFOSLE2MDOL

You can enter the name of a computer directly in the edit box, or you can click
Browse... to find a machine on the network.
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Erowse for Computer [E3m]

»

L¥ Network
186 MEDWAY

OLYMPIC1

ORAC

RIVERSIDEL

TITAMMIC1

VISTARTM

M- SFQSLE 2MDOL

m

Click Next to continue.

User Profile Wizard will now attempt to connect to the workstation.

r

Connecting Iﬁ

Please wait while User Profile Wizard connects ko WM-NSFQOLEZMDOL, .

Close

If you have saved Administrator credentials for the workstation in the Profwiz.config
file, User Profile Wizard will use the credentials to connect to the workstation. If you
haven’t done this, or if the credentials in the Profwiz.config file are invalid, you will be
prompted:
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.
Enter Username and Paszsword ﬁ

Enter the DOMAIMUser name and password of an account with
permission bo access YM-NSFOQOLEZMDOL,

Marme: |

Password:

x
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User Account Information

This is the page where you enter information about the new user who will be given
access to an existing profile.

User Profile Wizard I&'

User Account Information
Specify the domain and account name far the uger vou waould like to use the

prafile. -

Enter the domain:
QLYMPIC -

Jaoin Domain

Enter the account name;
jzrnith

Set az default logon

< Back { [ Cancel

Enter the domain
Enter the domain of the user account that will be given access to the existing profile.

If there is a <Domain> setting in the Profwiz.config file, the domain name will appear
in the "Enter the domain" combo box. If your machine is already joined to a domain,
that domain name will also appear in the combo box.

If the "Enter the domain" box is blank, and you are joining your machine to a new
domain, type the new domain name.

You can also choose the local machine name by clicking on the down arrow. This will
allow you to share a profile with a local user account if you want to.
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Join Domain

If your machine is not already joined to a domain, or if you enter a new domain name,
the "Join Domain" check box is checked by default. Remove the tick if you do not
want the machine to be joined to the domain you have specified.

If the machine is already joined to the domain the "Join Domain" check box is filled in.
To force user Profile Wizard to join the machine to the domain again, click the check
box to enter a tick.

Enter the account name

In the "Enter the account name" text box enter the uset's new account name. 'This can
be a plain NT account name like "jsmith" or an account name in UPN (User Principle
Name) format, for example, jsmith@olympic.forensit.com.

Default Logon

By default the Wizard will set the account you specify to be the default logon on the
machine. Remove the tick in the "Set as default logon" text box if you do not want the
default logon to change.

Click Next to continue.
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Select a User Profile

This is the page where you select the existing profile that the new user account will use.

User Profile Wizard ﬁ

Select a Uszer Profile
Select the User Profile that pou want to migrate.

i

Profiles staored on the computer;

W E= Prafile Path

A TITANMIC ane C:ADocuments and Settings' ane
B2 /b -NEFQALE2MDOLAD avid C:\Documents and SettingshD avid
'Q;"-.I“M-NEFI]'EILE:ZMDEIL"-.&.dminis... C:sDocuments and Settingshadministr...

Dizable Account [7] Show Unazzigned Prafiles

Delete Accaunt

¢ Back ][ MHewt > ][ Cancel

User Profile Wizard lists the profiles assigned to each user account. You just need to
select the account name of the user whose profile you want to share.

Delete Account

If the profile you have selected is currently assigned to a local account, you can tell the
wizard to delete the account after the migration is completed by checking the “Delete
Account” checkbox.
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Disable Account

If the profile you have selected is currently assigned to a local account, you can tell the
wizard to disable the account after the migration is completed by checking the
“Disable Account” checkbox.

Unassigned Profiles

User Profile Wizard lists the currently assigned profile: that is, the profile that each user
is cutrently using. Note that this is not necessarily the uset's original profile.

For example, say that Jane leaves your organization and Alice takes over her position.
It is decided that it makes sense to run User Profile Wizard to assign Jane’s profile to
Alice. Alice, however, has already logged onto Jane’s machine and already has a profile.

What happens to Alice's profile? The answer is nothing. The profile stays on the
machine, but it is not used by anyone, it is "unassigned." To list these unassigned
profiles, tick the "Show Unassigned Profiles" box. The first time you do this, you will
get a warning. This is because profiles sometimes become corrupted so that Windows
cannot read them. When this happens Windows creates a new profile for a user. If you
look in the profiles directory, usually "Documents and Settings", you will sometimes
see profile folders with names like USER.DOMAIN. These are profiles Windows has
created because it cannot read the user's original profile. It is obviously not a good idea
to use a corrupted profile, and the User Profile Wizard warns you of the possibility.

The User Profile Wizard lists unassigned profiles with the unknown user icon. It will
also list the profiles for user accounts that have been deleted from the machine. In this
case, the actual user name is not available and you will only see the user account SID
(Security Identifier.)

The User Profile Wizard will always try to resolve the domain and account associated
with a particular profile. However, this is not always possible - for example, if a domain
is no longer available on the network. In these circumstances you should be able to
work out the profile you want to share by looking at the profile path.

When you're ready, click Next to continue
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Migrating Profile

As soon as you click Next the configuration process begins. User Profile Wizard will
update the progress window at each stage.

User Profile Wizard ﬁ

Migrating Profile
The Uszer Profile iz being rmigrated.

The migration process may take zome time. Please wait.

Set Registry ACLz in 0,187 zeconds. -
Setting Prafile ACL... Done.

Set Profile ACL in 1.688 zeconds.

|Ipdating restore points... Done.

Creating Profile registry keys... Done.

Joining to domain "OLYMPIC! .. Done.

Setting jemith az default logon... Done.

Adding domain account to local groups... Done,
Migration Completel

m

1|

< Back Hest = ][ Canicel

If you are joining your machine to the domain — and you haven’t saved domain
credentials to the Profwiz.config file - you will be prompted for a username and
password with the necessary permissions.

When configuration is complete click Next.
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Congratulations!

You're done. If there were any problems, you can click Back and check the progress
window for errors. Click Finish to close the Wizard.

If the Wizard has joined a machine to the domain you specified you will be prompted
to reboot.

F .
System Settings Change ﬁ

I.-"'_"“-.I You must restart the remote computer before the new settings will take
W effect.

Do you want to restart the remote computer now?

If someone is logged onto the remote computer and you click “Yes” they will not be
able to stop their machine rebooting,

[ =

V' You are about to be logged off (]

A Your system settings have changed and

~ the computer needs to restart. Please
save your work now. Your computer will
restart in 2 minutes.

Close
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Automating Enterprise
Migrations

In this chapter we discuss antoraating enterprise nagrations using sgpling, and
70201 adyanced gptions for magrating workstations and profiles

Introduction

In the previous chapter we saw how easy it was to migrate a workstation using User
Profile Wizard in GUI mode. However, if you need to migrate a large number of
machines — hundreds, thousands, or tens of thousands — it is not practical to run the
Wizard manually to migrate every workstation.

User Profile Wizard 3.0 has been designed from the ground up to automate
workstation migrations. In this chapter we see how easily this can be done. We will also
return to the some of the more advanced settings we didn’t cover in the “Getting
Started” chapter:

=  Migrate all workstation profiles
= Map user accounts to new domain account names
® Rename workstations

= Securely run additional code

To migrate the workstations we will use a migration script, generated by the
Deployment Kit, that will be called when the user logs on with their existing user
account. The scenario here is that after the user logs on to the existing domain, the
migration script will call User Profile Wizard which will migrate all the user profiles on
the machine and join it to the new domain. The machine will then reboot, and the user
will logon to the new domain with their new domain account.
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Return of the Deployment Kit

The first thing we will do is modify the Profwiz.config file that we created in the
“Getting Started” chapter eatlier. To do this we will run the User Profile Wizard
Deployment Kit again. We could just edit Profwiz.config manually, but this is easier.
Additionally, this time we will create a migration script.

-~

B2 ForensiT User Profile Wizard Deployment Kit - Step 2 of 11 =HICE X

Config File
Chooze a config file option
What would pou like to do?
(") Create new config file

@ Edit an existing config File

Enter the Profwiz.config file path:
WForenziT W ser Profile Wizard 3.0\Deplovment Files\Profwiz. config

Create a migration zcript

[ < Back ][ Mext > ][ Cancel ]

By default the Deployment Kit picks up the Profwiz.config file in the “Deployment
Files” folder, so we just need to choose “Edit an existing config file” and click next.

The Deployment Kit reads the settings we have already configured so we just need to
click next at Step 3 and Step 4.
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AUTOMATING ENTERPRISE MIGRATIONS

Rename workstations

User Profile Wizard can rename workstations when they are joined to a domain. To do
this the Wizard needs to be able to map the old computer name to the new computer
name. It does this by looking up the old computer name in a “look-up” file.

A look-up file is just a plain comma-separated text file. Computer names are listed in a
look-up file as follows:

Computer],NewNamel
Computer 2, NewrName?2

We can specify the look-up file at Step 5 when running the Deployment Kit.

B ForensiT User Profile Wizard Deployment Kit - Step 5 of 11 o | E) S|

Workstation Information
E nter wark station information.

If wou want to add wark stations to a specific AD container enter the the full ADsPath of
the container, eq. CH=‘workstation] OU="workstations, DC=uk D C=forenzit D C=com

Enter ADzPath:

Ol =wfark ztations, OU=0ffice, D C=olympic, 0 C=forenzit D C=com

Usze lookup file to get new computer names.

Enter lookup file path:

SMWTITAMMICT Sigrationcomputers, cay Browsze. ..

[ < Back ][ Mext > ][ Cancel ]

The location of the lookup file is relative to the machine where User Profile Wizard is
running. So, if you were migrating a remote machine the lookup file could be on your
hard drive.

In our example, however, we want to be able to run User Profile Wizard from a script.
In this case we need to put the look-up file is a location where everyone has access, so
we are putting in on a network share on the o/ domain.
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Note Generally, you should always use a UNC path to specify a network share, not a
mapped drive like P:\Share. The reason for this is that if User Profile Wizard is
running using Administrator credentials, the drive will not be mapped for the
Administrator user account.

Migrating All users

User Profile Wizard can migrate all the profiles on a workstation. In the Deployment
Kit we just need to select “Migrate all matching account profiles”

- B2 ForensiT User Profile Wizard Deployment Kit - Step 6 of 11 =NACH X

Exizting Domain
Enter exizting domain infarmation.

Are you migrating from an existing Windows domain?

-~

@ Yes
1 Mo

Enter exigting domain name:
TITAMMIC

Accounts bo Migrate

@ Migrate all matching account profiles.

() Only migrate logged on user

¢ Back ][ et ][ Cancel
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Rename user accounts

It may be the case that when you migrate to your new domain, your users will have
new account names. In exactly the same way that User Profile Wizard can map old
workstation names to new workstations names, it can map old user account names to
new user account names.

A look-up file is just a plain comma-separated text file. User names are listed in a look-
up file as follows:

Usernamel,NewUserl
Username2, NewUser2

We enter the path to the user account look-up file in Step 7 of the Deployment Kit.

. % ForensiT User Profile Wizard Deployment Kit - Step 7 of 11 E@lﬁ

Uszer Account Options
Chooge uzer account migration options

Usze lookup file to get new account names.

Enter lookup file path:

YWTITAMNICT \Migrationsusers. cav

Rename Prafile Folder

[7] Do nat set new account as default logon.
[izable existing uzer account after migration,

[elete exiszting uzer account after profile migration.

¢ Back ][ et ][ Cancel
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Rename Profile Folder

By default, the name of a user’s profile folder will be their account name. For example,
Jane’s profile will typically be C:\Users\Jane on Windows Vista, or C:\Documents and
Settings\Jane on Windows XP. If Jane’s account name changes when her workstation
is migrated to a new domain, it may be useful — perhaps for support purposes - to
change the name of her profile folder to her new user account name. For example, her
profile folder could be renamed C:\Users\JSmith or C:\Documents and
Settings\ JSmith.

User Profile Wizard can rename the profile folder for us when the profile is migrated.
To set this option using the Deployment Kit we just need to check the Rename
Profile Folder check box at Step 7.

Care should be taken when choosing to rename profile folders. Some legacy
applications save the path to the profile and may no longer work if the profile
folder name is changed. You should always test renaming profiles in your
environment before migrating your user’s machines with this option.
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Running from the network

If we want to run a script to automate the migration of workstations, we will need to
run the script from a network share. We can set this at Step 8 of the Deployment Kit.

) B ForensiT User Prafile Wizard Deployment Kit - Step 8 of 11 oo

Run Options
Select options for running User Profile \wizard.

“'ou can specify a local adminiztrator account to wn User Profile
Wizard. |f the workstation iz already joined to a domain, this can be a
Domain Admin account zuch as FOREMSIT \Adminiztrator,

Enter account name:
TITAMMIC A drministrakor

Enter Pazsward:

HREXHHHN

Bun frarn Metwaork, Share

Enter path to network, zhare:

YWTITANMICT Migration

¢ Back ][ et ][ Cancel ]
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Script Options

Because we said we wanted to create a migration script back in Step 2 (see above) the
Deployment Kit offers us some additional options at Step 9.

B2 ForensiT User Profile Wizard Deployment Kit - Step 9 of 11 @Hlﬁ

Scrpt Options
Select optionz for running the migration script.

Create Log file.

Enter Log File path:

Y TITAMNICT\MigrationsLogsiMigrate. Log

Reboot zetting:

Reboot without prampting -

Enter the name of the zcript file to be created:

latahForensiT WUeer Profile Wizard 3.0\Deplovment Files\Migrate. vbs

Enable Scrpt Debugging Meszages

[ ¢ Back ][ et ][ Cancel

Here we can tell the Deployment Kit the name of the script we want to create. By
default the script is created in the “Deployment Files” folder.

In the example above, we have set the Reboot Setting to “Reboot without
prompting.” This means that the workstations that are migrated to the new domain
will reboot automatically after the migration without prompting the user. You can also
choose “Prompt for Reboot” and “Do not reboot.”

We have also changed the Log File path. A log file will be created on the network
share instead of on the local machine.
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Running Additional Code

User Profile Wizard allows you to run a "follow-on" file — an executable file, a script
or a batch file - in the security context of the local administrator account you specify
for running the migration. This has proved very useful for customers who need to
carry out additional tasks using administrator permissions.

To specify the code to run, you just need to select the file in Step 10.

Note this file must already exist. This is because the Deployment Kit will generate a
security hash of the file. The security hash ensures that only the code you specify will
run: if the code is changed in anyway, User Profile Wizard will return a “Hash Error”.

B ForensiT User Profile Wizard Deployment it - Step 10 of 11 o =) |

Follow on Scnpt
Specify a zonipt or program to run after the migration

IJzer Profile “Wizard can run a soript or program after the migration iz complete
uzing the local Administrator credentials you have specified.

Enter the path of the script or progran;

STITAMMICT SMigration'Fallow-on, vbs Browse. ..

¢ Back ][ et ][ Cancel

When we click next we are asked to confirm that we want to create the migration
script.
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Next Steps...

When the changes have been written to the Profwiz.config file and the script file has
been created, the Deployment Kit offers us three options.

= | 5 |

% ForensiT User Profile Wizard Deployment Kit - Step 11 of 11

Congratulations!

“our migration zcript haz been created.

MNext Steps...

Open Deployment folder

|  Edit Script File |

[ Create EXE ]

Copyright ® ForensiT Limited 2006-2008. All rights reserved.
Thiz zoftware waz built in Rochester, England.

< Back ][ Firish

Open Deployment Folder docs just that, and gives you access to your migration files.
Edit Script File opens up the migration script

Create EXE It is often more convenient to deploy an executable file rather than a
script. The User Profile Wizard Deployment Kit can turn the script that has been
created into an executable file. Click the “Create EXE” button to create the executable.
The executable file will be created in the same folder as the script and have the same
name.

Note: the executable file rgplaces the script: you do not have to deploy both!
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%

The Deployment Kit can turn any Windows script into an executable. All you need to
do is drag and drop the file onto the Deployment Kit. This is useful if you have tested
the script with debugging messages enabled (which is recommended) and now want to
disable the debugging messages and create the final deployment file: you just need to
edit the script and then drag and drop it onto the Deployment Kit.
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What did we just do?

Here’s the Profwiz.config file after we have made our changes

<ForensiTUserProfileWizard xmlns="http://www.ForensiT.com/schemas">
<Parameters>
<!-- ForensiT User Profile Wizard 3.0 run options -->
<!-- Note: options set here are overridden by parameters passed on the
command line -->
<Domain>0OLYMPIC</Domain>

'WT] <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<AdsPath>0U=Workstations, QU=0Office,DC=olympic,DC=forensit, DC=com</AdsPath>
<ForceJoin>False</ForceJoin>
<NoJoin>False</NoJoin>
<NoDefault>False</NoDefault>
<Delete>False</Delete>
<Disable>False</Disable>

<!-- Corporate Edition Settings -->
<DomainAdmin>OLYMPIC\Administrator</DomainAdmin>

<DomainPwd>0139658C5B01FD082AB59CCR4A71FA4AFCEF73AB0OCBADBF8B</DomainPwd>
<LocalAdmin>TITANNIC\Administrator</LocalAdmin>
<LocalPwd>69287030AEA9626A5785E58701993716</LocalPwd>
<Key>migration</Key>
<Silent>False</Silent>
<NoMigrate>False</NoMigrate>
<NoReboot>False</NoReboot>
<RemoveAdmins>False</RemoveAdmins>

<MachineLookupFile>\\TITANNICl\Migration\computers.csv</MachineLookupFile>
<Log>\\TITANNICl\Migration\Logs\Migrate.Log</Log>
<RunAs>\\TITANNICl\Migration\Follow-on.vbs</RunAs>

<Hash>02059729E897D27A4B28DFAECC97690FDDB27E1789506070C08E153B1EAEC35E8B85
13D9B153A702</Hash>

<!-- Settings for migrating all profiles -->

<Al1>True</All>

<01dDomain>TITANNIC</OldDomain>
<UserLookupFile>\\TITANNICl\Migration\users.csv</UserLookupFile>
<Exclude></Exclude>

<!-- Advanced Settings -->

<Persist>False</Persist>

<NoGUI>False</NoGUI>

<ShareProfile></ShareProfile>

<RenameProfileFolder>True</RenameProfileFolder>
</Parameters>
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Perhaps the most important setting we have changed is the <a11> element — the one
that tells User Profile Wizard to migrate all profiles when migrating a workstation.

If you double-click on Profwiz.exe now — or run User Profile Wizard from the Start
menu - you no longer get the Wizard GUI. This is because you cannot migrate all
profiles on a machine using the GUI, so setting <aA11> to True forces the Wizard to
run in command-line (CLI) mode.

As a fail-safe to stop you accidently migrating your Administrator machine, the Wizard
will warn you if you do try and run it in GUI mode.

User Profile Wizard

e

) Migrate all profiles

User Profile Wizard is configured to migrate all profiles,

Do you want to continue?

You will not see this warning if you run the Wizard from a script, or from the
command line, or if you are migrating a remote machine. You will also suppress this
prompt if you explicitly tell the Wizard not to run in GUI mode by setting the
Profwiz.config element to “True’

<NoGUI>True</NoGUI>
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Fine Tuning

There are a couple of tweaks that we can make to the Profwiz.config file to fine-tune
the migration process.

We have told User Profile Wizard to migrate all the user account profiles on the
workstation. However, there maybe some standard accounts that we do not want to
migrate; for example, the Administrator account. To have User Profile Wizard exclude
certain user accounts from the migration we just have to add the account names to the
<Exclude> element in the Profwiz.config file. Multiple accounts are separated by
commas:

<Exclude>ASPNET, Administrator</Exclude>
To edit the Profwiz.config file just open it up in notepad.

Another useful option is <RemoveAdmins>. In order to minimize distruption to the end
user, User Profile Wizard adds the new domain user account to any local groups that
the old user account was a member of. Experience has shown us, however, that users
have often been added to the local Administrators account. Joining a new domain is a
good time to clean up these permissions. By setting <RemoveAdmins> to “True’ you
can tell User Profile Wizard not to add the user’s new domain account to the local
Administrators group.

<RemoveAdmins>True</RemoveAdmins>
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The Migration Script

The only job of the migration script is to call User Profile Wizard to migrate a
workstation. In order to do that, the script checks whether the machine has already
been migrated (and quits if it has) and then copies the migration files locally to the
machine. After the migration is complete the script deletes the migration files. Copying
the files locally makes the migration process more reliable.

Deploying the Script

We have now configured User Profile Wizard to automatically migrate workstations to
the new domain. The next step is to deploy the files.

To start migrating workstations we just need to copy the migration files from the
“Deployment Files” folder on the Administrator machine to a network share. We then
need to call the migration script from the uset’s logon script.

The only files we need to copy to the network share are Profwiz.exe and
Profwiz.config, along with any look-up files we are using. The migration script will
also need to be copied to a share where it can be called by the users logon script.
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Profwiz.config Reference

This Chapter detadls the settings in the Profiviz.config file

<!-- ForensiT User Profile Wizard 3.0 run options -->
<!-- Note: options set here are overridden by parameters passed
on the command line -->

<Domain></Domain>
This is the name of the new domain the machine is joining.

<AdsPath></AdsPath>

The AdsPath of the Active Directory container where the computer account will be
created. If this is blank the computer account will be created in the default
“Computers” container.

<ForceJoin>False</ForceJoin>
Force the machine to join <Domain> even if it is already joined to a domain of the
same name.

<NoJoin>False</NoJoin>
Do not join the machine to the domain.

<NoDefault>False</NoDefault>
Do not set the new domain account as the default workstation logon

<Delete>False</Delete>
Delete the local account when migration is completed

<Disable>False</Disable>
Disable the local account when migration is completed

<!-- Corporate Edition Settings —-->

<DomainAdmin></DomainAdmin>
The name of an account with the necessary permissions to add the machine to
<Domain>

<DomainPwd></DomainPwd>

The <DomainAdmin> account password, either in plain text or encrypted by a <Key>.
Password are automatically encrypted by the Deployment Kit.

<LocalAdmin></LocalAdmin>
The name of a local administrator account. User Profile Wizard must be run with
Administrator privileges.

50



PROFWIZ.CONFIG REFERENCE

<LocalPwd></LocalPwd>
The <LocalAdmin> account password, either in plain text or encrypted by a <Key>.
Passwords are automatically encrypted by the Deployment Kit.

<Key></Key>
The key to decrypt encrypted <DomainPwd> and <LocalPwd> passwords. This is
automatically set by the Deployment Kit when it encrypts passwords.

To generate an encrypted password manually type ProfWiz /KEY at the command
line without any other parameters.

<Silent>False</Silent>
Do not show any error messages

<NoMigrate>False</NoMigrate>
Run User Profile Wizard but do not migrate any profiles. You can use this option just
to join a machine to a domain, ot just to run a follow-on sctipt.

<NoReboot>False</NoReboot>
Do not reboot the machine after it has been migrated

<RemoveAdmins>False</RemoveAdmins>
Remove users’ local administrator rights when the machine joins the domain

<MachineLookupFile></MachineLookupFile>
Path to a “look up” file to map old computer names to new computer names.

A look-up file is just a plain comma-separated text file. Computer names are listed in a
look-up file as follows:

Computer] New_ Computer Namel
Computer 2, New_ Computer Name?2

<Log></Log>
Path to the log file where User Profile Wizard will write the output from the migration

process.

<RunAs></RunAs>
The path of a script or executable file to run after the migration using the
<LocalAdmin> credentials.

<Hash></Hash>

The security hash of the script or executable file specified by <RunAs>. This
automatically generated by the Deployment Kit. To generate a hash manually type
ProfWiz /KEY at the command line without any other parameters.
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<!-- Settings for migrating all profiles -->

<All>False</All>
Migrate all profiles on the workstation

<0ldDomain></0OldDomain>

The name of the old domain. User Profile Wizard will migrate account profiles from
this domain. If <0ldDomain> is blank, User Profile Wizard will migrate local account
profiles.

<UserLookupFile></UserLookupFile>
Path to a “look up” file to map old user account names to new user account names.

<Exclude>ASPNET, Administrator</Exclude>
A list of user account names whose profiles will not be migrated to the new domain. .

<!-- Advanced Settings -->

<Persist>False</Persist>
Do not remove the User Profile Wizard Migration service when the migration is
complete.

<NoGUI>False</NoGUI>
Force User Profile Wizard to run in command line (CLI) mode

<ShareProfile>False</ShareProfile>
Share the user profile so that it can be used by both the user’s old account and their
new domain account.

User Profile Wizard does not share profiles by default. The Wizard is primarily a
migration tool; this means that it will configure a user’s existing profile so that it will be
used by their new account. The user’s old account will no longer use the profile. If you
want the original account to continue to use the profile you can set <ShareProfile>
to “True”. Before doing this, however, you may want to refer to “Windows creates a
temporary profile” in the “Troubleshooting” section below.

If you run User Profile Wizard in GUI mode with <ShareProfile> set to “True”
the “Share Profile” checkbox appears on the “Select a User Profile” page.

Note that if you do use <ShareProfile> there will be two entries in the machine
profile list (one for the new user account and one for the original user account) both
pointing to the same profile. Sometimes, this can be confusing. For example, if
someone goes back and deletes the profile for the original user, the profile for the new
user will be deleted as well: it is the same profile.
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Izer Profile Wizard

Select a User Profile
Select the Uzer Profile that you want to migrate.

Profilez gtored on the computer:

Marme Prafile Path

@' TITAMMIC W ane C:A\Documents and Settingzh) ane
'E,VM-N AFQALEZMDOLND avid C:A\Documents and SettingzhD avid
'E,VM-NEFDELB:ZMDEIL'\.&dminis... C:ADocuments and Settingz W Administr. .

[ Disable Account "] Show Unassigned Prafiles

[ Delete &coount

Share Profile

<RenameProfileFolder>False</RenameProfileFolder>

Renames the uset’s profile folder (typically C:\Users\username on Windows Vista, or
C:\Documents and Settings\username on Windows XP) to their new domain account
name.

Care should be taken when choosing to rename profile folders. Some legacy
applications save the path to the profile and may no longer work if the profile
folder name is changed. You should always test renaming profiles in your
environment before migrating your user’s machines with this option.

<ProtocolPriority></ProtocolPriority>

By default User Profile Wizard uses Windows’ NetBIOS based APIs to join a machine
to a domain. You can override this behaviour by setting the <ProtocolPriority>
value to ‘LDAP’ If you do this you must set a <AdsPath> value.

Forcing User Profile Wizard to use LDAP can be useful in a number of circumstances.
For example, if there are NetBIOS name resolution issues on your network, using
LDAP means that DNS name resolution will be used instead. Using LDAP can also
be useful when renaming computer accounts. Using NetBIOS the computer account
object is first created in Active Directory with the existing computer name and #hen it is
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renamed — a two stage process. Using LDAP gives a finer degree of control, allowing
the computer account object to be created with the new name in one step.

<DC></DC>
Specify the Domain Controller you want to use to join workstations to a domain. This
setting is dependent on <ProtocolPriority> being set to LDAP.

In some circumstances you may want to specify which Domain Controller User Profile
Wizard uses when joining a machine to a domain. Essentially there are two types of
operations involved when User Profile Wizard talks to a Domain Controller — read and
write. For read operations we leave it to Windows to get the name of the nearest DC.
For write operations, however, you can specify the DC that you want User Profile
Wizard to use. The value must be a DNS server name prefixed with two back slashes.
Note that specifying the DC is dependent on using LDAP, which in turn means that
you have to seta <AdsPath> value:

<ProtocolPriority>LDAP</ProtocolPriority>
<DC>\\britannic2.britannic.forensit.com</DC>

When using a <DC> value it is normal to see two different DCs reported in the log file.
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Push migrations and the
Command Line Console

In this chapter we discuss running User Profile W izard from the conmand line,
looking particulaty at push nagrations

Push or Pull?

User Profile Wizard 3.0 gives you the option to “push” migrations to remote
workstations from a central administrator or “console” machine— which is very cool.
But is a push migration a better solution than a “pull” migration, which is where a
workstation initiates a migration by running a migration script?

Opverall pull migrations offer better scalability. Generally, it is more efficient for a
machine to initiate the migration itself. Using this methodology User Profile Wizard
has proved to be extremely effective over hundreds of thousands of migrations.

Using scripting is also very flexible. You can customize a script to handle difficult or
unusual migration scenarios in ways that cannot be achieved with a push migration.

Push migrations are obviously dependent on the workstation that is to be migrated
being on the network at the time you want to migrate it. Additionally, there is probably
greater administrator oversight required — even if the push migration is automated.

Sometimes, however, you do not have any choice. If your organization does not have
an existing domain, or an existing Novell or Samba network, it will not be possible to
launch a pull migration from a logon script. If you don’t have access to some form of
Electronic Distribution Software (ESD) like Marimba to launch the migration, you
probably will be looking for a push solution that doesn’t involve you visiting every
desk.
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To migrate a remote machine from the command line, we just have to use the
EEw b | /COMPUTER SWitCh.

What’s going to happen here is that User Profile Wizard will use the settings in the
Profwiz.config file we created in the Automating Enterprise Migrations chapter to
migrate the workstation vm-n5fq91b2md0l to the new domain. (Note: <A11> is set to
“true.”’) The only change made to the Profwiz.config file was to remove the log file
path from the <Log> element so that output is written to the console:

& User Profile Wizard Command Line |ﬂ|ﬁ‘]

ForenziT User Profile Wizard Command Line Console
>profwiz ACOMPUTER uvm—nS5fg?1bZ2mdBAl

>
ForensiT User Profile Wizard v3.B.1118.RC1
EUALUATION OHLY COPY FOR FOREMSIT TESTIHNG
Copyright <c> 2002-20088 Forensil Ltd

vy . ForensiT .com

Connecting to vm—n5fg?1bhZmdBdl. ..

Creating migration service... Done.

Starting migration service... Done.

Finding Domain Controller for domain OLYMPIC... Done.
Uzing Domain Controller: ““olympicl.olympic.forensit.com.
Binding to Active Directory... Done.

Getting Domain SID for user "JEmith"... Done.

SID is 5-1-5-21-4834958132-4111379821-2757224831-1573
Checking for roaming profile...Done.

Mo roaming profile path set.

Setting Registry ACLs... Done.

%et Registry ACLs in B.125 seconds.

Setting Profile ACL... Done.

Set Profile ACL in 2.283 seconds.

Updating restore points... Done.

Creating Profile registry kevws... Done.

Henaming Profile Folder... Done.

Rename on reboot.

Setting JSmith as default logon... Done.

Adding domain account to local groups... Done.
Finding Domain Controller for domain OLYMPIC... Done.
Uzing Domain Controller: ““olympicl.olympic.forensit.com.
Binding to Active Directory... Done.

Joining to domain "OLYMWPIGC" ... Done.

Migration Complete?
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Using the command line

Parameters passed on the command line override the settings in the Profwiz.config file.
This is useful if we just want to quickly change a parameter for a particular machine, or
group of machines. For example, we may want to change the container where the
computer account is created. In the Profwiz.config file this was set to

<AdsPath>0OU=Workstations,OU=0ffice, DC=olympic, DC=forensit, DC=com</AdsPath>

We can change this with the /RENAME parameter:

Bl User Profile Wizard Command Line |E|EI-£_?’_J

ForenziT User Profile Wizard Command Line Console n

>profwiz ACOMPUTER vm—nS5fg?1h2Z2md@]l ~RENAME OU=A1fall.DC=0lymp i.

When we do this, all the other migration settings are still read from the Profwiz.config
file.

All the command line parameters are listed in the Command Line Reference chapter
later in this guide.
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Automating Push Migrations

In the section above we saw how to push a migration to a single machine. But what if
you need to push a migration to « /¢ of machines?

Profbat is a utility that can automate the migration of computers listed in a file. You
can download Protbat here:

http://www.forensit.com/downloads/Profbat.zip

To use Profbat all you need to do is copy the Profbat.exe file to your “Deployment
Files” folder, go to the “User Profile Wizard Command Line” from the “Start” menu
and type Profbat.

Profbat will read the list of computers to be migrated from the file specified by the
<MachineLookupFile> value in the Profwiz.config file. The file specified is used to
rename machines, of course. If you don’# want to rename a machine the machine
lookup file entry needs to be something like this:

Old_name,Old_name
You should set the <A11> attribute value in the Profwiz.config file to “True’

Profbat takes the log file path in the Profwiz.config file and appends the name of the

machine being migrated to create a log file for each machine. So, for example, if you
have the line

<Log>C:\Migration\Logs\Migrate.log</Log>
Profbat will create a series of log files named

C:\Migration\Logs\Migrate_machinel.log
C:\Migration\Logs\Migrate_machine2.log
C:\Migration\Logs\Migrate_machine3.log

...etc...

Optionally you can set some options for Profbat in Profwiz.config file. The following
attributes can be added under <! -- Advanced Settings —-->:

<ProfBatProcessLimit>8</ProfBatProcessLimit>

This specifies the number of machines Profbat will attempt to migrate at once. The
default is 16.
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<ProfBatRetryLimit>3</ProfBatRetryLimit>

This specifies the number of times Profbat will attempt to migrate a machine if the
migration fails — for example, if the machine is not on the network. If this is not set,

Profbat will keep trying indefinitely.
<ProfBatRetryDelay>2</ProfBatRetryDelay>

This specifies the number of minutes Profbat will wait before trying to migrate a
machine again. The default is 1 minute.

-

EN User Profile Wizard Command Line

Forensil User Profile Wizard Command Line Console

*Profhbat

Profhat vi.1B8 — User Profile Wizard batch scheduler
Copyright <G> 2889 ForensiT Limited

Forenzil — www.Forensil.com

Migrating DEMO...
DEMO complete.

>
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Command Line Reference

"This Chapter details User Profile W izards Conmmand Line Paranseters.

Command Line Parameters

Type Profwiz /? at a command prompt and you will see the following screen:

lﬁl User Profile Wizard

e

) Command Line Parameters

Usage: Profwiz [/COMPUTER computername] [/DOMAIN demainname] [/RENAME newcomputername]
[fACCOUNT accountname] [[/JOIM] | [/NOJOIN]] [/MODEFAULT] [/MOMIGRATE]

[YLOCALACCOUNT localaccountname] [[/DELETE] | [/DISABLE]] [/MOREMOVE]

[/DOMAINADMIN domainlegon] [[DOMAINPWD password] [/LOCALADMIN localadministrator]
[/LOCALPWD password] [/KEY key] [/SILENT] [/LOG [logfile]] [/RUNAS script] [/HASH hash]

JCOMPUTER -The name of the computer you want to migrate
/DOMAIN -The name of the domain

SREMAME -The full ADsPath of the new computer name
SACCOUNT -The domain user account name

SLOCALACCOUNT The user account whose profile will be migrated

/DOMAINADMIM -The domain account name to use to connect to the domain during migration
SDOMAINPWD -The DOMAINADMIN account password

SLOCALADMIN -The local administrator account that should be used during migration
SLOCALPWD -The LOCALADMIN account password

JKEY -Key to decrypt encrypted passwords.

To generate an encrypted password use /KEY without any other parameters.

/JOIN -Join the local machine to the domain even if the profile migration fails
SMOJOIN -Do not join the local machine to the demain
SMOMIGRATE -Do not migrate a user profile

/MODEFAULT -Do not set the domain account as the default logon
/DELETE -Delete the local account when migration is completed
/DISABLE -Disable the local account when migration is completed
SNOREMOVE -Do not remove the local account from the profile list
SSILENT -Do not show any error messages

JLOG -Write results to a log file

FSRUMNAS - Run script or executable after successful migration
FHASH - Script File Security Hash
To generate security hash use /KEY without any other parameters.
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In this section we will describe each command line parameter in turn.

ICOMPTER computername (Optional)
The name of the computer you want to migrate.

If you do not specify a computer name the local computer will be migrated.

/DOMAIN domainname (Optional)
The name of the domain of the user account that will be given access to a profile.

If you do not specify a domain name, User Profile Wizard will look for ACCOUNT
on the local machine.

IRENAME computername (Optional)
Rename the computer, or add computer to a specific AD container.

You can use the /RENAME switch in two situations. Firstly, as part of your migration
to a Windows domain you may simply want to rename your workstations. Secondly,
you may not want your Workstations to be in the default "Computers" container in
Active Directory when they join the domain.

If you are renaming a machine you must specify the full ADsPath of the new
computer name after the switch. For example, if you want to rename a computer and
add it to the "Workstations" container you would type the following:

/RENAME CN=Workstation1, OU=Workstations, DC=uk, DC=forensit, DC=com
If you just a want to add the machine to the container, use the container AdsPath:

/RENAME OU=Workstations,DC=uk,DC=forensit, DC=com

/[ACCOUNT accountname
The name of the account that will be given access to an existing profile.

/LOCALACCOUNT localaccountname (Optional)
The account whose profile will be shared.

This can be a domain account whose profile is stored locally. To specify a domain
account use the format Domain\User. If you do not specify the LOCALACCOUNT
parameter, User Profile Wizard will migrate the profile of the current logged on user.
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/DOMAINADMIN domainadmin (Optional)
The name of an account with the necessary permissions to add the machine to the
DOMAIN.

/DOMAINPWD password (Optional)
The DOMAINADMIN account password, either in plain text or encrypted by a KEY.

/LOCALADMIN localadmin (Optional)
The name of a local administrator account.

User Profile Wizard must be run with Administrator privileges. Using the
LOCALADMIN parameter you can specify a local administrator account to run User
Profile Wizard.

As an example, a common way to migrate a machine is to call User Profile Wizard
from a logon script. The logon script runs in the security context of the user who may
well not have administrator privileges on their machine. By using the LOCALADMIN
parameter you can provide alternate administrator credentials.

Because by default domain administrators have local administrator privileges, if the
machine is already a member of a domain, you can specify a domain administrator
account from the current domain as follows:

/LOCALADMIN OLD_DOMAIN\ Administrator

/LOCALPWD password (Optional)
The LOCALADMIN account password, either in plain text or encrypted by a KEY.

/KEY key (Optional)
The key to decrypt encrypted DOMAINPWD and LOCALPWD passwords.
To generate an encrypted password use /KEY without any other parameters.

Having plain text passwords in you script files is not good security practice. To help
you avoid this, User Profile Wizard gives you the option of encrypting your
DOMAINADMIN and LOCALADMIN passwords. To do this, run the wizard with
just the /KEY switch, for example:

C:\>profwiz /KEY
This will bring up the “Generate an Encrypted Password” wizard (see below.)
Enter the plain text password in the “Enter the password” text box.. If you want the

User Profile Wizard to run a script or program after the migration is complete, you can
enter the path in the text box. For morte in formation see “/HASH” below. Finally,
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enter a “key” word that User Profile Wizard will use to encrypt and decrypt the
password — this should be completely unrelated to the password to stop anyone
guessing what the password might be. Click “Next”

The encrypted password is generated in the “encrypted password” window on the next
page, and a secure hash of any script or file you want to run is generated in the “file
hash” window.

If you are encrypting both a DOMAINADMIN and a LOCALADMIN password,
you must use the same key.

Uzer Profile Wizard

Generate an Encrypted Password
Use this page ko generate an encrypked passwiord wau can use in a scripk,

Enter the Password you want ko encrypt

ssssssees [V]Hide Password

If wau wank ko run a Scripk ar progranm afker migraking
the user profile, enter the path here;

i\ TempiFollow-on, wbs | Browse, .,

Enter the Key wou want to use to encrypk the
password or generate a File hash

secrek

To Encrypk the password click next

/JOIN (Optional)
Join the local machine to the domain even if the profile migration fails.

/NOJOIN (Optional)
Do not join the local machine to the domain.
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/NOMIGRATE (Optional)

If you are performing an enterprise-wide domain migration, you may have some
machines that you want to join to your new domain which don’t have any profiles you
want to migrate. By using the /NOMIGRATE switch you can sctipt the User Profile
Wizard to migrate these machines without needing to call on any other tools.

/NODEFAULT (Optional)
Do not set the domain account as the default logon

IDELETE (Optional)
Delete the local account when migration is completed

If LOCALACCOUNT is a user account local to the machine, you can use /DELETE
to delete it.

IDISABLE (Optional)
Disable the local account when migration is completed

If LOCALACCOUNT is a user account local to the machine, you can use /DISABLE
to disable it.

/NOREMOVE (Optional)
Do not remove LOCALACCOUNT from the profile list.

The User Profile Wizard does not share profiles by default. The User Profile Wizard is
primarily a migration tool; this means that it will configure a user’s existing profile so
that it will be used by their new account. The user’s old account will no longer use the
profile. If you want the original account to continue to use the profile you must use the
/NOREMOVE switch. (Before doing this, you may want to refer to “Windows
creates a temporary profile” in the “Troubleshooting” section below.)

Note that if you do use the /NOREMOVE switch there will be two entries in the
machine profile list (one for the new user account and one for the original user
account) both pointing to the same profile. Sometimes, this can be confusing. For
example, if someone goes back and deletes the profile for the original user, the profile
for the new user will be deleted as well: it is the same profile.

[SILENT (Optional)
Do not show any error messages
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/LOG logdfile (Optional)
Write results to a log file.

This is highly recommended. Should you ever need to contact ForensiT Support
regarding a migration issue, we will always ask you for your log file.

If you use the /LOG switch without specifying a logfile, a log file will be created in
your “My Documents” folder.

/RUNAS (Optional)

If you are performing an enterprise-wide domain migration, there may well be
configuration changes you want to make to your workstations which have nothing to
do with migrating user profiles or joining the machine to the new domain. It is also
almost certain that any configuration changes you do want to make will require local
administrator permissions. The User Profile Wizard has a secure mechanism for
passing the local administrator account and password via the /LOCALADMIN,
/LOCALPWD and /KEY parameters. By using the /RUNAS parameter you get
User Profile Wizard to securely run any vbscript or executable file for you in the
security context of a local administrator account.

/HASH (Optional)

Just passing a script or executable to the User Profile Wizard to run is not secure.
Scripts might be edited, or executable files replaced by a malicious user wishing to run
their own code on a workstation. To stop this happening, you should use the /HASH
parameter to pass a security hash of the file you want to run.

The security hash guarantees that only the file you specify gets run - unchanged. If a
script is altered af al/— even by a single character — the User Profile Wizard will not run
it.

To generate a security hash, run the User Profile Wizard with just the /KEY parameter
and specify the script or executable you want to run. (See above.)
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Frequently Asked
Questions

This chapter gives answers some commonly asked questions..

What does User Profile Wizard do?

User Profile Wizard migrates your current user profile to your new domain account so
that you can keep all your existing data and settings.

What's a profile?

A profile is where Windows keeps all your personal data and settings. Your profile is
where your "My Documents", "My Pictures" and "My Music" files are stored, and
where your Internet favorites and cookies are kept. Windows keeps track of your
personal settings in your profile, like your desktop wallpaper and the lists of documents
you've recently opened. Most of the changes you make to personalize your applications
are also kept in your profile, as well as files like dictionaries and playlists.

Why migrate profiles when moving to a Windows
domain?

As far as Windows is concerned, when you logon to your machine using your domain
logon you are a completely different person. Because Windows thinks you're a
different person, it sets up a new profile for you and you lose all your personal settings.
Not only that, unless your new domain account has Administrator rights on your
machine, you lose access to all your data as well. What the User Profile Wizard allows
you to do is share your original profile with your new domain logon so that you can
carry on using your old settings. This is a major benefit to your users. Installing a
Windows Domain infrastructure is a major undertaking but, believe it or not, your end
users won't be as excited about it as you! All they want to do is get on with their jobs.
Using the User Profile Wizard will significantly reduce disruption to your business

Why not make everyone an Administrator?

Running as an Administrator would give you access to your old documents, but you
would still lose your personalized settings. More importantly, always using your
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machine with an Administrator account is a bad idea. Making everyone in your
organization an Administrator is a seriously bad idea. There are major security risks
with this sort of setup. For example, any executable file sent in an email, or any
component installed from a web page has complete access to your machine and the
data on it. Not only that, but making everyone an administrator is a really good way of
pushing up your I'T support costs.

Why not just copy the data from the old profile?

Well, you could. But that is going to be a time consuming, labor intensive, not say
costly operation. What data do you copy? Even if you copy all your files, what about
the configuration information that Windows stores in the registry? Using the User
Profile Wizard is just much easier and much less disruptive.

Will 1 have to visit every machine on my network
to run the Wizard?

Absolutely not. The User Profile Wizard has two distinct modes of operation. You can
run the Wizard in graphical mode like all the other Wizards you're familiar with in
Windows, but you can also run the User Profile Wizard from a command line . This
means that the User Profile Wizard can be run from a VB or Java Script, or from a
batch file. With the User Profile Wizard Deployment Kit you can build a scalable,
enterprise solution to migrate tens of thousands of workstations. Running the User
Profile Wizard from a command line is only possible if you have the Corporate Edition
of the User Profile Wizard

What version of Windows does the User Profile
Wizard run on?

The User Profile Wizard runs on Windows 2000 , Windows XP, Windows Vista and
Windows 7.

And the User Profile Wizard is FREE?

The User Profile Wizard is free for non-commercial use, subject to the terms of the
End User License Agreement. To request an evaluation copy of the Corporate Edition,
and for pricing information, corporate customers and organizations should contact
sales@ForensiT.com. Your organization will pay no more than $2 per seat for the
Corporate Edition.

How is User Profile Wizard Licensed?

User Profile Wizard is licensed per seat, that is, for each computer you migrate.
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What if | have a problem?

Support for the free version of User Profile Wizard is available via the ForensiT
Support Forum at http://www.forensit.com/forum/ Customers who have purchased
the Corporate Edition should email support@ForensiT.com.

What are the security implications of running the
User Profile Wizard?

By running the Wizard you are giving someone access to someone else's data and
settings. This means that they will be able to read the person's documents, look at the
person's Internet favorites and history, see their lists of recent files, etc. If two (or
more) people are sharing a profile then they will all see the same data when they log on.
Note that this only applies to data local to the machine: data on other machines, like
servers, will still not be accessible. However, with the exception of updating group
memberships when joining a domain, this is as much (or as little) as the User Profile
Wizard does: it does not change any other security settings.

What about my encrypted data?

The user account that has been given access to a profile will not be able to read any
files or folders encrypted by the original owner of that profile. If you're migrating to a
Windows domain and you want your new domain account to access your encrypted
data, you will need to decrypt your data using your old account, and then encrypt it
again when you logon with your new account.

What about group membership?

When migrating to a domain, the User Profile Wizard automatically adds the account
that will share the profile to the same groups as the local account whose profile you
want share. This is to help in the migration to the domain. So for example, if your local
machine account is a member of the "Power Users" group, the User Profile Wizard
will add your domain account to the "Power Users" group. If you are sharing profiles
between local accounts, group membership is not affected.

How does User Profile Wizard handle roaming
profiles?

User Profile Wizard works with the local copy of any domain profile. If users on the
old domain have roaming profiles, a copy of their profile will be held locally on their
machine. User Profile Wizard will configure this existing local profile so that it can be
used by their new domain account. After the user has logged on with their new domain
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account (in fact when they first log off) Windows will synchronize the local copy with
the domain copy on new domain in the normal way.

Pve deleted a profile can User Profile Wizard help?

User Profile Wizard is able to recover the profiles of deleted accounts,
however, it is not a file recovery tool. If the user's profile has been physically
deleted from the machine, the Wizard can't recover it.

If a user account is deleted, its associated profile becomes orphaned, so that
even if you recreate the account, Windows will not allow you to reuse the old
profile. The Wizard solves this by letting you assign the orphaned profile to the
new account using the "Show Unassigned Profiles™ option on the "Select a
User Profile™ page.

If the profile has been physically deleted, you can use one of the file recovery
programs that are widely available in the market, and then use the "Show
Unassigned Profiles” option to assign it back to the original user.
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Troubleshooting

"This chapter discusses some probilesnas oacasionally seen when running User Profile
Wizard,

Windows creates a temporary profile

SYMPTOMS

If two user accounts are sharing a profile and you logoff from one account and logon
again using the second account, Windows reports that the user profile cannot be
loaded and creates a temporary profile.

RESOLUTION
To resolve this problem reboot between logons.

CAUSE

The usual cause of this problem is when an application or service that is installed on
the machine does not properly release resources, such as registry resources, when the
user logs off. When this occurs the user's profile cannot be unloaded. In these
circumstances, if a user is logged on with, say, their local computer account, and they
log off and attempt to logon with their domain account which shares their local
account profile, Windows is unable to load the profile because it is already in use. The
only thing that Windows can then do is load a temporary profile.

This is a fairly well known problem. There is a Microsoft article here:
http://support.microsoft.com/default.aspx?scid=kb;en-us;837115

User Profile Wizard is primarily a migration tool: it allows an existing profile to be used
by a different user account. However, if a profile needs to be used regularly by more
than one user, we would recommend that you use our User Profile Manager product.
User Profile Manager has functionality built in which minimizes the need for Windows
to create temporary profiles when a profile is in use. You can find details of User
Profile Manger at http://www.forensit.com/Profman/
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TROUBLESHOOTING

Finding Domain Controller Fails/ “The RPC server
is unavailable”

SYMPTOMS
When you run the User Profile Wizard, the Wizard reports that is cannot find the
domain controller for the domain, or the migration fails because “The RPC server is
unavailable”.

RESOLUTION
There is probably a DNS configuration problem. You need rectify the problem so that
the Wizard can correctly resolve the new Domain Controller name.

CAUSE

It sometimes happens that a new domain is added to a network without the existing
domain (or domains) being reconfigured. Commonly, if there is an existing DNS
server, there is no “Forwarders” entry pointing to the DNS server for the new domain.

On Windows 2003 Server you can add a new Forwarder entry for the new domain as
follows.

1. Run dnsmgmt. (DNS from the "Administrative Tools" menu.)
2. Select the existing DNS server.
3. Double-click "Forwarders" in the right-hand pane.

4. Click "New.." and add a new Forwarder entry for the new domain.

BRITANNICZ Properties 2=l

Debug Logging I Ewvent Logging I b anitoring I Security
Interfaces Fonwarders I Advanced I Root Hints

Fonwarders are zervers that can resolve DNS quenies nat answered by thiz
gerver. Forward quenies for names in the following DS domainz.

DS domain:

All ather DMNS damainz
[Lzitania. forenzit. com
alympic. forensit com

Mew. ..

Remowve |
To add a forwarder, select a DMNS domain, type the fonwarder's IP address
below, and then click Add.

[
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End User License
Agreement

END-USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: This End-User License Agreement ("EULA")
is a legal agreement between you (an individual or a single entity) and ForensiT for the
ForensiT User Profile Wizard software later referred to as the 'SOFTWARE'. By
installing, copying, or otherwise using the SOFTWARE, you agree to be bound by the
terms of this EULA. If you do not agree to the terms of this EULA, do not install or
use the SOFTWARE.

SOFTWARE LICENSE

The SOFTWARE is protected by copyright laws and international copyright treaties,
as well as other intellectual property laws and treaties. The SOFTWARE is licensed,
not sold.

1. GRANT AND TERM OF LICENSE. ForensiT grants you a personal, non-
exclusive, non-transferable and royalty-free right to install and use one copy the
SOFTWARE on a single computer (workstation or server) and to make a complete
copy of the installed SOFTWARE for backup purposes. This License shall continue in
effect until terminated by ForensiT, but shall terminate immediately at any time you fail
to comply with the limitations set forth in this License.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS. All rights of any
kind in the SOFTWARE which are not expressly granted in this License are entirely
and exclusively reserved to and by ForensiT. You may not rent, lease, modify, alter,
translate, reverse engineer, disassemble, decompile or create derivative works based on
the SOFTWARE, or remove any proprietary notices or labels that it contains.

3 CHANGED TERMS. ForensiT shall have the right to change or add to the terms
of this License at any time and to change, discontinue, or impose conditions on any
aspect of the SOFTWARE. Such changes shall be effective upon notification by any

means reasonable to give you actual or constructive notice or upon posting of such
terms on the SOFTWARE.

4. NO WARRANTIES. ForensiT' expressly disclaims any warranty for the
SOFTWARE. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, THE SOFTWARE AND ANY RELATED DOCUMENTATION IS
PROVIDED "AS IS" WITHOUT WARRANTIES OR CONDITIONS OF ANY
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KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THE IMPLIED WARRANTIES OR CONDITIONS OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NONINFRINGEMENT. THE ENTIRE RISK ARISING OUT OF USE OR
PERFORMANCE OF THE SOFTWARE REMAINS WITH YOU.

NO LIABILITY FOR DAMAGES. To the maximum extent permitted by applicable
law, in no event shall ForensiT or its suppliers be liable for any damages whatsoever
(including, without limitation, damages for loss of business profit, business
interruption, loss of business information, or any other pecuniary loss) atising out of
the use of, or inability to use, this ForensiT product, even if ForensiT has been advised
of the possibility of such damages. Because some states/jurisdictions do not allow the
exclusion or limitation of liability for consequential or incidental damages, the above
limitation may not apply to you.

5. GENERAL . This License constitutes the entire agreement between you and
ForensiT with respect to the SOFTWARE and supersedes any other agreement
written or oral. If any provision of this License is held unenforceable, that provision
shall be enforced to the maximum extent permissible so as to give effect the intent of
this License, and the remainder of this License shall continue in full force and effect.
This License shall be governed by the laws of the United Kingdom.
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